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An overview of 1AM research

A short taxonomy of the topics researchers are exploring.

Examples from research

Selected publications make each
research direction concrete.

Future discussions

A broad introduction today, with
__ deeper discussion of individual
—subjects in future sessions.



IAM protects the ability to do
business

Every employee, application, and automated job needs access
that matches its purpose.

Security
Restrict sensitive actions to authorized people and workloads.

Accountability
Connect an action to an identity, owner, and business purpose.

Compliance
Retain evidence of access approvals, changes, and use.

Baumer et al. (2026). Identity and Access Management Metrics: A Systematic Review.




Identity lifecycle, authentication, and authorization answer different questions.

Three connected jobs in IAM

IAM responsibility

Core question

Manage identity

Who exists, who owns the identity, and
when should it end?

Typical mechanisms

Join, move, leave; service creation and
retirement

Authenticate

How does this actor prove its identity?

Password, passkey, federation,
workload credential

Authorize

Which resource and action may this
actor use?

Roles, attributes, context,
enforcement, and audit
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Seven questions at the academic frontier

The research moves from proving identity to controlling authority across its entire lifecycle.

01
02
03
04
05
06
07

Strong authentication
Federation and OAuth
Decentralized identity
Privacy

Adaptive authorization
Machine and agent identity

Governance

How do we know who you are?

How does identity or authority cross systems?
Can the holder carry a verifiable credential?
What must a credential reveal?

Should this request be allowed now?

Which software acts, and for whom?

Can we explain and revoke effective access?



RESEARCH FRONTIER

Strong authentication

How do we know who you are?




STRONG AUTHENTICATION

Do we not have strong authentication already?

Normal MFA flow (&S intended) The user authenticates directly with the legitimate service, and MFA helps protect the account.

User enters
H username + password >
vy MR o fiotah st o
- 123 456 < P PP > &
o User provides OTP /
approves push >
- N o Service grants access LEgitimat_e w?bSite / Protected account /
T < application session

(laptop + phone) (e.g. Microsoft 365, Google, etc.) (user is signed in)



STRONG AUTHENTICATION

Do we not have strong authentication already?

Phishing / real-time relay attack

User is tricked into
visiting a phishing site
that looks like the real
service.

123 456

=

User
(laptop + phone)

The attacker sits in the middle, relaying the login and MFA in real time.

Attacker relays credentials +

MFA and hijacks the session.
User enters Forwards stolen
username + password username + password Attacker receives
on phishing Slte to legitimate website valid session /

________ access

Service sends
MFA challenge > .

User provides OTP /
app roves push
(on phishing site)

Attacker relays

orp iapsibval Legitimate website / Protected account /
Attacker / Phishing site to legitimate website application session
(real-time proxy/relay) (e.g. Microsoft 365, Google, etc.) (hijacked by attacker)




STRONG AUTHENTICATION

Phishing resistance changes the authentication model

FIDO2 and WebAuthn bind a public-key credential to the intended service.

Password plus a code

A fake site may capture the password and relay the
one-time code.

Passkey or security key

The authenticator signs a challenge for the relying party.
A PIN or biometric can unlock the key locally.
The credential is bound to the legitimate domain.




STRONG AUTHENTICATION

Phishing resistance with FIDO2

Normal FIDO2 flow (passkey / security key)
o User starts sign-in

FIDO2 uses public-key cryptography. The private key stays on the user's device.

o Service sends challenge

Authenticator verifies
the real domain (origin / RP ID)

Authenticator signs challenge

Authenticator € o el

User
(laptop + passkey)

(passkey [ security key)
Verifies domain and signs
with private key

> X Service verifies

signature with

public key

> | -
o Access granted
> o
Legitimate website / Protected account /
application server session

(e.g. Microsoft 365, Google, etc.) (user is signed in)



STRONG AUTHENTICATION

Phishing resistance with FIDO2

Phishing attempt is blocked Attacker tries a real-time relay, but the authenticator will not sign for the phishing site.

User is tricked into No OTP or shared secret
visiting a phishing site to steal and replay.
that looks like the real Attacker forwards
service. User visits o request to legitimate
phishing site website >
e Legitimate site o Attack blocked
Vi Vige sends challenge > [&}
¢ A e B $ 30090909090 W Ty a
User attempts to use e
passkey on phishing site o :
»  Legitimate website / Account remains
— Attacker / Phishing site application server protected
User (real-time proxy/relay) o Authenticator checks domain (e.g. Microsoft 365, Google, etc.) (attacttf] er cannot hijack
(aptop + passkey)  Authenticator (" Credentialisboundto | . e eon/B0) ot
(passkey / security key) | the legitimate domain T T %
and the specific challenge. rigin mismatch:

no valid signature
for legitimate site.




STRONG AUTHENTICATION

Security keys can remove friction from sign-in

A small-scale study: five-week field study with 34 employees at one IT company.

Mean sign-in time (seconds)

IOMETrC security key 16.5 The overall time difference was not

statistically significant. However,
19.6 Employees reported fewer
cognitive steps and higher
satisfaction.

Security key + PIN

Password + TOTP 21.6

0.0 5.0 10.0 15.0 20.0 25.0

A rollout needs a coherent login journey as well as a stronger authenticator.

Lassak, Lindemann & Kowalewski (2025). From TOTPs to Security Keys.



STRONG AUTHENTICATION

Passkeys work better after the setup hurdle

A large-scale study: users of a healthcare service chose their sign-in method.

Successful attempts at two distinct stages
91%

100%
80%
60%
40%
20%

0%

79%

Account setup First later sign-in

W Passkey M Password + SMS 2FA

Setup is the weak point

Passkey registration succeeded for
1,664 of 2,950 users.

Later use improves

The first subsequent attempt
succeeded more often with a
passkey.

Measure registration and ongoing use separately. Cross-platform use needs its own testing.

Reittinger & Pernul (2026). No Password, No Problem?



STRONG AUTHENTICATION

The login screen is the visible tip of deployment

Above the surface
A simpler passwordless sign-in.

Deployment underneath

Recovery and break-glass access
Legacy applications and SSO

Device, browser & OS compatibility
Enrollment & user onboarding
Credential lifecycle management
Shared accounts & shared devices
Regulation & internal security policies

Lassak et al. (2024). Why Aren’t We Using Passkeys?



STRONG AUTHENTICATION

The login screen is the visible tip of deployment

Above the surface
A simpler passwordless si

Top 5 Obstacles

1. No standardized fallback

Deployment underneat

Recovery and break-glass
Legacy applications and S
Device, browser & OS co ) .
Enroliment & user onboa 3. Technical issues
Credential lifecycle manag

Shared accounts & shared 4. Regulatory requirements
Regulation & internal sec

2. Complexity and friction

5. Security culture

Lassak et al. (2024). Why Aren’t We Using Passkeys?



STRONG AUTHENTICATION

Account recovery must remove attacker persistence

31 participants attempted recovery across Google, PayPal, and LinkedIn.

Starting point

An attacker already has a session and has added their own
passkey.

Why password reset falls short
The attacker’s credential or active session may survive.

Recovery scope

Review passkeys, MFA and recovery factors, devices, sessions,
connected apps, and grants.

Daffalla et al. (2026). “Maybe there’s only one passkey?”



STRONG AUTHENTICATION

Passkey implementations are not automatically secure

Security issues in passkey implementations

At least one
security issue

High-severity
threats

Critical-severity
threats

100%
(103/103)

51%
(53/103)

17%
(18/103)

Jannett et al. (2026). The State of Passkeys: Studying the Adoption and Security of Passkeys on the Web.

Examples of vulnerabilities

No signature check (5%)

Website accepts a passkey assertion without verifying the
cryptographic signature.

No origin validation (40%)

Passkeys could be accepted from unauthorized domains or

subdomains.

Account enumeration (66%)

Attackers can infer whether an account exists or uses
passkeys.

Weak challenge validation (21%)

Replay or session-manipulation protections may fail.



RESEARCH FRONTIER

W r
Federation, OAuth, and ESO .‘ i[ ]I - '

How does authority move between systems?




FEDERATION & OAUTH

Federation passes identity; OAuth delegates access

A business application may receive an identity assertion and separately obtain authority to call an API.
Each handoff must preserve the user, client, audience, tenant, and session context.

.

USER l IDENTITY PROVIDER BUSINESS APP API

fl T —

T — % Tr ———
‘ | pE—
' @ - Identity assertion 0‘ f_ _‘_ "| Access token
] [ ; — o
F =

[~ ==

e

—

e

OpenlID Connect identifies the user OAuth limits permitted API operations



FEDERATION & OAUTH

Valid credentials can still be bound to the wrong

context

Credential validity

The credential itself can be valid.

« Signature is valid
« |ssued by a trusted identity provider
« Tokenis not expired

\/ Format and structure are correct

—

Avalid
credential
is presentedin
a specific
context

Context binding

The credential must also be correct for the context
in which it is used.

@ O

Which user does it represent?

Which client is allowed to use it?

Which audience or resource is it intended for?

Which tenant or environment does it belong to?

Which sessionis it part of?



FEDERATION & OAUTH

Audience injection redirects a valid client assertion

Legitimate app Attacker's server Real server
OAuth client Malicious authorization server Honest authorization server

1. App asks for server settings

>
2. Attacker supplies false settings
Send to: attacker; audience: real server
«
3. App signs for the real server
and sends the proof to the attacker
>
4. Attacker forwards the signed proof
unchanged, to the real server
P
5. Real server accepts the proof
Attacker is authenticated as the app
<

Hosseyni, Kiisters & Wiurtele (2026). Audience Injection Attacks.




FEDERATION & OAUTH

Audience injection redirects a valid client assertion

What is the attack?

1

Client assertions are signed JWTs
used for client authentication.

A malicious AS can trick a client

into signing an assertion whose
audience points to an honest AS.

That assertion can be replayed at
the honest AS to impersonate the

client and obtain tokens or access.

Hosseyni, Kiisters & Wiurtele (2026). Audience Injection Attacks.

©

Why it matters

O
B

High-security impact

Affects security-focused deployments, including
PAR + private_key_jwt and FAPI-style ecosystems.

Standards-level problem

The issue is in the standards design, not
just a single implementation.

Broad impact

Relevant to banks/open finance, healthcare, SaaS
identity providers, and other SSO ecosystems.



FEDERATION & OAUTH

Brokered OAuth breaks the traditional security model

" Traditional OAuth (direct)

User interacts directly with Gmail for authorization

M Gmail o PR

Sign in to your Google account

) and allow access ) O
T Clicks . 2 Gmail returns authorization
Usér “Sign in / Connect Gmail” =2 directly to the app/session Your app
(app user) Cancel (receives authorization)
X,
7= R ™
Brokered OAuth (via Alexa)
User authorizes Gmail through Alexa, which manages the connection
o 0@ M~ O a
1] ) alexa > Sign in to your Google account ) a exg
Starts N’ Alexa generates Rl o Gmail returns \r’
“Connect Gmail” Alexa the Gmail 2 authorization | (0o anedxn?anages
User in Alexa (authorization broker) authorization link to Alexa Gmail connection
(app user) (state, session, etc.) Cancel (with same state) for the user)
\. 4

Luo et al. (2026). Demystifying the (In)Security of OAuth-based Account Linking.




FEDERATION & OAUTH

Cross-user OAuth Session Fixation (COSF) attacks

o Y an
ViEm e et | \ NI/ 1 2 ] N ' 3 ] =N A : 4 = o\ e "'_"ﬁ— S W
Attacker starts Alice sends the Bob logs in to Gmail Gmail redirects back Alexa links Bob's
"Connect Gmail" authorization link and authorizes Alexa to Alexa with an Gmail account to
in Alexa to Bob

authorization code Alice’s Alexa account

: M GI ! Iail M . al
g ? ! Gmail exa
Alice . o 9 - Alexa wants to access NN >

7

(k) o + your Gmail account _+ l _+ l
attacker
Bob i e N
Jf (victim) Bd Authorization code Alice’s Alexa account
for Bob's Gmail account) B (attacker
( ( )
a exa & https://accounts.google.com/
N 2) authorize?...&state=XYZ = l Connected Gmail
(Bob's account)
V. Connect Gmail Cancel ale)(_? \

Alice shares the Gmail N
Alexa creates an OAuth

Alexa exchanges the code
authorization link, which

Ale> : | | n li | Bob signs in with his Gmail Gmail sends an authon‘zatlon for a Gmfml access token
linking session for Alice contains the linking session account (if needed) and code to Alexa, along with the (for Bob's account) and
and generates a Gmail identifier (state=XYZ) tied clitks/Nllow: same linking session stores it under Alice’s
authorization URL. to her Alexa account. identifier (state=XYZ). Alexa account.
J N J X J

S S 4
Luo et al. (2026). Demystifying the (In)Security of OAuth-based Account Linking.



FEDERATION & OAUTH

SSO brokers can weaken a protected authentication flow

@0 e & your-tenant.authO.com
it PN AuthO by Okta
: . \’ SSO Broker
Service Provider
o Welcome

User tries to log in

—_

Sign in to continue to Acme App.

@ Continue with Google

=. Continue with Microsoft

Acme App

Your application
o Continue with GitHub

n OR

AuthO returns the

authenticated user
to the app

M  Continue with email

Innocenti et al. (2025). Only as Strong as the Weakest Link: On the Security of Brokered Single Sign-On on the Web.

—_—

Google

AuthO redirects
to an identity provider

Sign in to Acme App

o jane.doe@gmail.com v

Acme App wants to access
your Google Account

e See your basic profile

Identity provider info (name, email address)
authenticates the user

‘ ¢ View your Google Drive files ®

Cancel Continue

®



FEDERATION & OAUTH

Open redirection attacks in brokered SSO

( Attacker Site ) ( Victim Browser ) (Vulnerable Broker ) ( Identity Provider ) ( Service Provider )

9=

broker.com

( attacker.com ) dP ( service.com )

o Victim is redirected to broker [ = v
o Attacker tricks victim with a crafted login request Broker redirects victim
into clicking a link (redirect_uri = attacker.com) to IdP (legitimate flow)
> _ >
;"o Broker fails to validate
' redirect_uri and accepts T .
: . Victim authenticates at IdP
the mahcnou; Eetuzn_UR[. A (possibly silently) ]

‘-——————————————

(IdP returns a valid authenticationj

result to the broker

( Broker sends the authentication o Broker creates its own
response/token to attacker.com authentication response/token
(instead of the legitimate SP callback) L for the SP-side flow

o Attacker captures the token Attacker redeems the token
and uses it at the SP to at the SP and gains access
L impersonate the victim as the victim

20% of brokers were vulnerable to this attack, leading to account takeovers on 1.950 service providers

Innocenti et al. (2025). Only as Strong as the Weakest Link: On the Security of Brokered Single Sign-On on the Web.



FEDERATION & OAUTH

Security standards are catching up

Use modern, secure patterns by Reduce the value of stolen
O default I"l tokens
Older approaches have been phased out in Limit access, scope, and lifetime so a leak
favor of safer standard practices. has less impact.
Protect the authorization journey Prefer secure defaults over
@ end-to-end @ custom choices
Prevent redirection, impersonation, and Build security into the platform so teams do
interception during the process. not need to reinvent it.

RFC 9700 moves OAuth from “a flexible framework” toward a safer, opinionated security baseline.
OAuth 2.1 will simplify the framework around the security practices we now consider standard.



RESEARCH FRONTIER

Machine and Al-agent
identity

What if the actor is software?




MACHINE & AGENT IDENTITY

Machine identities have a different 2
operating rhythm |

Machine Identity Management in Modern Enterprise Security reviews
the expanding non-human identity estate.

Service accounts and API clients
Often persistent, with broad dependencies

Containers and CI/CD jobs
May exist for minutes and authenticate repeatedly

SaaS$ integrations and devices
Cross administrative and vendor boundaries

Al agents
Combine workload identity with delegated human goals

Yilmaz (2026). Machine Identity Management in Modern Enterprise Security.



MACHINE & AGENT IDENTITY

A temporary workload can leave a permanent
credential

The workload-identity literature highlights a mismatch between ephemeral jobs and reusable secrets.

lllustrative CI/CD job

A runner exists for ten minutes but receives an API key
valid for months.

Residual exposure

The key can remain in logs, caches, configuration, or
compromised dependencies after the runner disappears.

Lifecycle requirement

Issue, deliver, rotate, retire, and revoke credentials as part
of one process.

Avirneni (2025). Establishing Workload Identity for Zero Trust CI/CD.
Yilmaz (2026). Machine Identity Management in Modern Enterprise Security.



MACHINE & AGENT IDENTITY

SPIFFE connects workload identity to the running process

o Request identity e o Issue SVID )
- N [

Attest workload2

erver / Node (e & )
platform
/ evidence - ’ ¥
$' ¢ ) - JWT-SVID
’ Workload o SPIRE f . ) sub: workload identity
Agent g:rlfj
Workload Properties match the
& . registered identity Server signs. Agent delivers to workload.
\ ) \ ) \ Node attestation already complete J

o Call service ) o Verify and authorize )
™ (= )
HTTPS + JWT—SVID - 0 Verify signature
. ' = 0 Check audience and expiry J Request accepted

Workload Target service 0 Apply access policy
J L J

(SPIFFE defines identity. SPIRE attests workloads and issues credentia ls.) C The target service controls permissions. )




MACHINE & AGENT IDENTITY

Credential lifetime and privilege are separate controls

Replacing a static administrator credential with a five-minute administrator credential still leaves broad authority.

Broad administrator rights Task-specific permissions
Long-ll\{ed Broad authority and long exposure Narrow authority, but persistent secret
credential
Short-llyed Less time to misuse broad rights Narrow authority and shorter exposure
credential

Changing the expiration time does not change the allowed actions.
Use short lifetimes together with narrow permissions and resource-specific enforcement.



MACHINE & AGENT IDENTITY

An attacker can misuse an agent’s legitimate access

« Malicious instructions arrive through emails, documents or web pages
the agent reads.

* The agent may follow those instructions and use its tools to act on
the attacker’s behal.

Authenticated access does not mean an action reflects the user’s intent!

Example
You ask an agent to summarize emails. An email tells it to forward M

private information elsewhere.




MACHINE & AGENT IDENTITY

Do not sell filters as authorization controls

Defense performance is uneven

Input preprocessing 60-80% detection reported in survey
Architectural defenses up to 95% protection against known patterns
Known 2 novel variants >90% > <40% detection can collapse

Prompt hardening bypass 40-60%  success for context-ignoring attacks
Dual-LLM overhead 200-500 ms latency per query

Geng et al. (2026). Prompt Injection Attacks on Large LanguageModels: A Survey of Attack Methods, Root Causes, and Defense Strategies.



MACHINE & AGENT IDENTITY

Agent defenses span the entire execution path

User % Runtime Protection
=20 &:

) 'ff% ﬁ 3= p N ﬁ Input Guardrails

= External environment frf output Guardrails
Agent = Information Flow Control
@ User Interface == and Taint Tracking

Other ) — @ External Data = Monitoring

A t S= i @ Human-in-the-loop
gents — €8 validation

B [[va

(x#y) O&_ﬁ. 4 h Secure By Design
= > ) ™™
LLM :@ Agent = : @% Web env. (5& Privilege Separation
¥R GC= Workflow _~ O&_ﬁ — Tool I;EU Computer env. Formal Verification

@ Domain-specific env. Identity and Access Management
S .

== \ J =) Identity Management

T K l y Manag

Bie
|||]£)

b
I

522 Credential Management
Memory

()
G
: E5« Private Data Access Control
Session Trace Internal Tool/System GeweeD
Long-term Storage RAG Credential

Component Hardening

) \_ ) O Model and Tool hardening

Kim et al. (2026). SoK: Attack and Defense Landscape of Agentic Al Systems.



RESEARCH FRONTIER

How do we control all of this at scale? [
(o




GOVERNANCE

Appropriate access is the goal

0 Excessive access

Unneeded permissions increase security risk.

° Missing access

Insufficient permissions interrupt work.

* = expert estimate from 10 IAM experts
Baumer et al. (2024). Digital Nudges for Access Reviews: Guiding Deciders to Revoke Excessive Authorizations.

22.8%

Mean estimate of excessive permissions



GOVERNANCE

Data and policy quality affect security

Stale identity attributes

Access decisions inherit outdated information.

Unclear policies and owners

Reviewers struggle to judge who needs access.

Redundant permissions

Removing one role can leave access through another.

Baumer et al. (2026). Identity and Access Management Metrics.



GOVERNANCE

43 |AM metrics across 7 perspectives

Perspective (metric count)

Metrics

Identity lifecycle (8)

Time until access is ready; IAM training; Accounts without an owner; Users with privileged access;
Password strength; Biometric authentication strength; Authentication token strength; Multi-factor
authentication strength

Policy lifecycle (3)

Bypassed policies or approvals; Time to implement policy changes; Segregation-of-duties violations

Management and governance (5)

IAM control coverage; Open control findings; Access-decision traceability; Numbers of users,
accounts, roles and applications; Inactive accounts and unused roles

Identity quality (5)

Incorrect identity attributes; Attribute-update delays; Missing or inaccessible identity data; Clarity
of identity attributes; Identity-data privacy

IAM process quality (6)

Request turnaround time and throughput; Actual versus planned time and cost; Failed process
executions; Process recovery time; Process steps with appropriate authorization; Availability of
required inputs and resources

IAM policy quality (8)

Excessive or missing permissions; Access-decision evaluation time; Policy maintenance effort;
Policy clarity; Role and rule complexity; Duplicate access paths; Automated policy updates; Policy
descriptions and ownership

IAM software quality (8)

Required feature coverage; Response time and throughput; Integration with other systems; User
task success and satisfaction; Service uptime and recovery; Protection against unauthorized access
or changes; Software maintenance effort; Installation and migration effort

Baumer et al. (2026). Identity and Access Management Metrics.




GOVERNANCE

Cloud logging coverage changes what an investigator
can see

Researchers executed 12 IAM attack scenarios across Google Cloud Platform, Amazon Web Services, and Microsoft Azure.

Attack scenarios with observable evidence in logs

1

0,
0.8 15% 67% 67%

0.6
0.4
0.2

0

GCP AWS Azure
W Default logging  m Additional logging

Logging configuration is part of IAM security. But even with extended logging,
some attacks leave no observable evidence.

Dhooghe et al. (2026). Measuring Attack Observability in Cloud Telemetry Logs: A Cross-Platform Analysis.



GOVERNANCE

IAM governance as a recurring loop

0 Inventory G Own e Model
|dentify identities, credentials, Assign an owner and purpose. Map every route to access.
sessions and trust relationships. Set a review or expiry date. Flag toxic access combinations.

ONE BUSINESS PROCESS

e Measure e Observe Q Lifecycle

Compare results to targets. Capture usable evidence of Update access after changes.
Assign corrective actions. sensitive actions and changes. Verify removal across all paths.



The next frontier combines
intelligence, privacy,
and control

IAM remains an evolving research field.

New applications and forms of interaction continually introduce new questions
about identity, trust, and access.

Security depends on the complete system.

Protocols provide guarantees, but implementation choices and operational
practices determine whether those guarantees hold.

Research challenges existing assumptions.

It exposes weaknesses and informs improvements to standards, technologies,
and deployment practices.

Which challenges should we explore together next?
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